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“Is network theory the
best hope for regulating

systemic risk?”
(CFA Magazine, July
2009)

) . The phrase *six degrees of separa-
I ts b aCl\.um- swept through pary comerss-
tioms fn the 2ggas, and now, the scemtific netwrork theooy
behind the phrase ic being touted s a prescriptian for regulat-
ing systemic risk in the wake of the financial crisis.

In 1557, researcher Stanley Milgram asked tect subjects
in Omaha, Nebraska, to send a letter to a particalar stockbeoker
[n Boston throwugh people whom the test subjects and their
subsequent contacts kmew on 2 first name basis. The subjeds
typically estimated it would take hundreds of jumps for their
letter to reach the targst, but the average result tumed out to
b= close to six

Milgram's werkwas popularized in the play Six Degrees of
Separation by fohn Guare. Meanwhille, the science cantinied o
advance. bn 1598, Watts and Strogaty published their seminal
article “Collecthne Dynamics of *Small-Wordd Hetworks™ in the
fournal Noture, which had ramifications for such disparate fields
a3 physics. biclogy, socialogy, fnance, and Beyand. Network
theory came to the public’s attestion once again with the pibli-
catian im 3003 of Duncan Watts” pop sclence: book Six Degrees:
The Science of a Age. The book jacket thiessh

Small shocks can have big efiects, and bij
abzarbed —this iz the parndoaical nature of hij
betwesn network nodes that makes systams -
able =t the same time, 2 theme that contimses)
research literstiene today.

Hetwork theosy has been used to scamin
ment systems, the topology of banking netwod
countries (such as the United States, the Unitd
Erazil, Bungary, and the Netherfands), comelal
ferent types of hedge Runds, insider trading nd
topics bn finance. it the application of netwof
finance i still im its infancy.

The exciting tiing. savs Kimmo Soramiki
research consultant wha performs petarork an
bank cBenis, ks that insights gained in one fiel
analysis are proving to be transierable to othe
means that researchers may someday come clf
standing fimancial comtagion becouse of work
demics or may be able to ilheminate the herdi
stock traders wsmwlng how thousands of fi
oo nd off i

proclaimed that network theery is “nathing less than = now way
tn imderstand our connected planat *

Netwark theory has already led 1o some surprising
insights. One Is that distarce can be decebring —2 small shock
far away can rascade through an entire wide-ara system, The
197 decotspling of the Thal bakt from the U5, dollar started
2 chain of events that wousd through the Fusssian bood markst
and ended up on the doarstep of the LS. Fedemi Reserve,
where decision mekers cancluged that they had to orchestrat
a resciss of Long-Term Capital Management [LTCM ar risk a
mesltdonm of the enfine LS. market,

—— Small shocks can have big aE

and big shocks can be absor
this is the paradoxical naturg
high connectivity between n
nodes that makes systems rg
and vulnerable at the same §

Meltdown modelling

Could agent-based computer models prevent another financial crisis? Mark Buchal

152016, and experts ata U5 govern-
‘ment facility have dete<tad a threat
Ascreen on the

CFA
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“Meltdown modeling
Could agent-based
computer models

prevent another

financial crisis?”
(Nature, August 2009)

el mags the worlds largest finan-
cial playpers — banks, gavernments
fundhs — as wellas the web
i stakes and ot

hip

TRCRRSION

saysphysicist-turned-saciologist Dick:
Melhing ofthe Sweiss Federal Institute:
afTechnology Zurich, who hasspent
the past b decades mndelling large-
scale buman systems such s urban

“The current economic
crisis illustrates a critical
need for new and
fundamental understanding
of the structure and
dynamics of economic
networks.”

(Science, July 2009)
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and the past remain a reliable guide to the
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breakdows in housing. bank-

ing and many oiber i
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‘Al this piary s likcly ta rermain fiction Ho
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emerged, par does the capability exietodary.
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sornthinglikeit is noeded ifsadietyis o avoid
sirnilar crises in future,
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Agenda

Introduction to Network theory

How to measure the systemic importance of a
bank?

Can regulators promote safer financial
topologies?

IS It possible to devise early-warning indicators
from real-time data?



Network theory

Biology & Epidemiology
(biological network analysis, food
webs, spread of viruses)

Sociology
(social network analysis,
authority, communities,

citation networks)
Banking & Finance

(financial network analysis)

Computer science
(internet, network traffic)

Network theory

Economics
( network economics,
network games)

Mathematics
(graph theory & matrix theory, route
problems, coloring, enumeration)

Physics
(network science, large-scale
networks, statistical mechanics)

Network theory bottom line: Links affect attributes,
structure affects performance




... and visualization

8] Bech, M.L. and Atalay, E. (2008), “The Topology of
the Federal Funds Market”. ECB Working Paper No. 986.

Federal funds

Italian money market

lori G, G de Masi, O Precup, G Gabbi and G
Caldarelli (2008): “A network analysis of the
Italian overnight money market”, Journal of
Economic Dynamics and Control, vol. 32(1),
pages 259-278

/\ Unsecured sterling
Fedwire X %] money market

Wetherilt, A. P. Zimmerman, and K.
Soraméki (2008), “The sterling unsecured
loan market during 2006—2008: insights
from network topology*, in Leinonen (ed),
BoF Scientific monographs, E 42

Soramaki, K, M.L. Bech, J. Arnold, R.J. Glass and W.E. Beyeler (2007), “The
topology of interbank payment flows”, Physica A, Vol. 379, pp 317-333, 2007.



“Robust yet fragile®, “Scale-free networks”
— “The removal of "small" nodes does not

General findings |

- Fedwire degree distribution

-
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alter the path structure of the remaining
nodes, and thus has no impact on the
overall network topology. “

Probability (log)

Albert, R., H. Jeong and A.-L. Barabasi (2000), . .
“Error and attack tolerance of complex networks”, R "R "I IR »*

Nature, pp. 378 Degree (log)

Does not necessarily apply to other processes (e.g. payments or
banking)

“Strength of weak ties”

"The Strength of Weak Ties" by Mark Granovetter, American Journal of
Sociology 78, May 1973.

Strong ties tend to be “clumpy” in the sense that one’s close contacts
tend to know each other -> little new information.

Weak ties (e.g. acquaintances) bridge across the strong network ->
more likely sources of novel information.

Today developed into “general theory of social capital”



General findings I

“*Homophily”

— “Birds of one feather flock together”

— ldeas, attributes, etc tend to cluster together and enforce each other
— Examples: Some obvious (age, social status), others less (obesity,

happiness)
— How about: risk appetite, portfolio decisions, etc.

“*Small world phenomenon”
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Liquidity absorption rate

— “Six degrees of separation”
(6.6 on MSN messenger) 0.40%
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wete-  niform degree distribution

BoF payment system simulator seminar ‘06



|. Systemic importance

How to measure the systemic importance of a bank?

Equals “centrality” in network literature

— “Recently, economists have argued that a bank’s importance within the financial
system depends not only on its individual characteristics but also on its position
within the banking network”

Morten L. Bech, James T. E. Chapman, and Rod Garratt (2008) “Which Bank Is the “Central” Bank? An
Application of Markov Theory to the Canadian Large Value Transfer System”, FRBNY Staff Report 356

“Lender of last resort” function is now explicit

— “Systemic importance affects a bank's creditworthiness through the benefits it
brings to the bank's stand-alone credit quality and through its implications for the
bank receiving extraordinary financial support from other entities.” (S&P
Research 3 July 2007)

Which measure is right? How to calculate?
— Important where? Some infrastructure? Economy?

“Too big to fail” insurance can be priced accordingly?



Networks have a process

Paths — never the same vertex
Trails — never the same edge/arc

Walks — no constraint

Typology of flow processes

/ /
\ \

Parallel duplication Serial duplication Transfer
Geodesics <No process= Mitotic reproduction Package delivery
Paths Internet name-server Viral infection Mooch
Trails E-mai st Gossip U ;
Walks Attitude influencin Emotional support Money exchange
Contagion Payment flows

Borgatti, S. (2005), "Centrality and Network
Flow”, Social Networks 27, pp. 55-71.



... and processes have a relevant
centrality measure

Degree: number of links incident upon a node
Closeness : short geodesic distances to other vertices
Betweenness : vertices that occur on many shortest paths between other vertices

Eigenvector : centrality increases by connections to central nodes

Markov chains, random
walk betweenness



Vertices have behavior

When does the process (e.g. duplication/ transfer) take place?

Some rules are easy analytically
— “Pass on the buck” -> Markov chain
— Centrality in citation networks -> Eigenvector centrality

Others not

— “Congestions and cascades” e.g. ability to make payments is constrained by
liquidity, which depends on others ability to make payments.

Beyeler, W.E, R.J. Glass, M.L. Bech and K. Soramaki (2007). “Congestion and Cascades in Payment
systems”, Physica A, Vol. 384, Iss. 2, pp 693-718

— Feedback loops (games, beliefs)

-> analytical — algorithm — simulation — agent based modeling

Centrality depends on process and behavior



Centrality vs. simulation
- a little experiment

 Compare counterfactual situations

when
— all banks operate normally and
— when one bank is removed for whole day
becoming a liquidity sink

e Setup
— 15 banks, 100.000 payments

— Plain vanilla RTGS
— Each bank is failed once

 How does the centrality of the failing
bank correlate with additional liquidity
demands for the whole system when it

fails?



Process & behavior

Process . Transfer
Behavior : “Don’t queue too much” and “limit exposures to counterparties”
External drive : Random arrival of payments from customers

Banks start the day with 0 funds and acquire funds once their queue reaches a
certain size

— Rule “don’t queue too much ": acquire [queue size] amount of funds if [queue
size]/[payments sent + queue size]>beta

— l.e. beta is the maximum share of payments that the bank has queued at any moment

Banks submit payments for settlement as long as (and whenever)

— Rule “limit exposures to counterparties . they have funds to settle the payment AND the
bilateral limit set against the receiver is not exhausted, i.e. [bilateral position]>-
gamma*[payments sent]

— i.e. gamma is the maximum amount a banks want to be in net debit position at any moment
towards a single counterparty in relation to the value of payments it has sent

Outcome for each beta & gamma combination is
— agiven liquidity need (manifested by acquired funds by individual banks)
— agiven level of delays (as an outcome of funds acquired by all banks)

Allows us to study the impact of a liquidity constraint (beta) and risk management
behavior (gamma), and feedback loops caused by these
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II: Optimal topology

Can regulators promote safer financial topologies?

Existing examples
— Special purpose vehicles - such as CLS
— Glass-Steagall Act of '33 (parts repealed by Gramm-Leach-Bliley Act '99)

Mainstream view (Allen-Gale ‘00) is that denser network distributes risks
more evenly

Analytical example: Central Counterparty Clearing

— Topology = tiering (number of clearers) + concentration (Gini coefficient for client
distr.)

— We start with a random matrix of bilateral exposures and clear this according to
the clearing topology

— (Here) we look at maximum exposure for the CCP

M. Galbiati and K. Soramaki (2009), “Central counterparties and the topology of clearing networks”, forthcoming



CCP’s expected exposures

low concentration high ;:
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CCP’s maximum exposure

tiering
low tiering
A
Tiering lowers
high tiering expected maximum
/\ exposures
s308%0 6580 but makes them more

variable

and high exposures are
more likely than with a
star network



CCP’s maximum exposure

concentration

%i é\ Concentration decreases
ll expected maximum
high concentration exposures

and high exposures are
less likely than with a

L /'O'\ even distribution
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lll. Early warning indicators from
payment data?

Credit card companies use network/data mining/learning algorithms on customers’
payment behavior to detect card fraud

Can central banks use similar methods to detect rogue trading or increased riskiness
of bank?

Kyriakopoulos, F.; Thurner, S.; Puhr, C.; Schmitz, S. W. (2009), “Network and eigenvalue analysis of financial
transaction networks”, Eur. Phys. J. B, forthcoming

Early warning indicators could come out of post-mortem analysis of several bank
failures across countries (e.g. The failure of Herstatt bank is documented by a joint
BoE, BuBa, BoJ, Fed report)

See if any common behavior can be detected

— payment timing by the bank (e.g. earlier than normal to create confidence), payment timing to
the banks (e.g. later if the bank is considered risky)

— net outflows (across payment systems)
— money market activity
— cash withdrawals & deposits

Or is the Assumption of “sudden unexpected failure” really correct?

Should supervisors have access to the indicators? Can we access MiFiD reporting in
EU?



Thank you



www.financialnetworkanalysis.com



