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“The current economic 
crisis illustrates a critical 
need for new and 
fundamental understanding 
of the structure and 
dynamics of economic 
networks.”
(Science, July 2009)

“Meltdown modeling -
Could agent-based 
computer models 
prevent another 
financial crisis?”
(Nature, August 2009)

“Is network theory the 
best hope for regulating 
systemic risk?”
(CFA Magazine, July 
2009)



Agenda

• Introduction to Network theory

• How to measure the systemic importance of a 
bank?

• Can regulators promote safer financial 
topologies?

• Is it possible to devise early-warning indicators 
from real-time data?



Network theory

Network theory

Sociology
(social network analysis, 
authority, communities, 
citation networks)

Biology & Epidemiology
(biological network analysis, food 
webs, spread of viruses)

Computer science
(internet, network traffic)

Mathematics
(graph theory & matrix theory, route 
problems, coloring, enumeration)

Banking & Finance
(financial network analysis)

Physics
(network science, large-scale 
networks, statistical mechanics)

Economics
(� network economics,
network games)

Network theory bottom line: Links affect attributes, 
structure affects performance



… and visualization

Soramaki, K, M.L. Bech, J. Arnold, R.J. Glass and W.E. Beyeler (2007), “The 
topology of interbank payment flows”, Physica A, Vol. 379, pp 317-333, 2007.

Fedwire

Federal funds
Bech, M.L. and Atalay, E. (2008), “The Topology of 
the Federal Funds Market”. ECB Working Paper No. 986.

Iori G, G de Masi, O Precup, G Gabbi and G 
Caldarelli (2008): “A network analysis of the 
Italian overnight money market”, Journal of 
Economic Dynamics and Control, vol. 32(1), 
pages 259-278 

Italian money market

Wetherilt, A. P. Zimmerman, and K. 
Soramäki (2008), “The sterling unsecured 
loan market during 2006–2008: insights 
from network topology“, in Leinonen (ed), 
BoF Scientific monographs, E  42

Unsecured sterling 
money market



General findings I
• “Robust yet fragile“, “Scale-free networks”

– “The removal of "small" nodes does not 
alter the path structure of the remaining 
nodes, and thus has no impact on the 
overall network topology. “
Albert, R., H. Jeong and A.-L. Barabási (2000), 
“Error and attack tolerance of complex networks”, 
Nature, pp. 378

– Does not necessarily apply to other processes (e.g. payments or 
banking)

• “Strength of weak ties”
– "The Strength of Weak Ties“ by Mark Granovetter, American Journal of 

Sociology 78, May 1973.
– Strong ties tend to be “clumpy” in the sense that one’s close contacts 

tend to know each other -> little new information. 
– Weak ties (e.g. acquaintances) bridge across the strong network -> 

more likely sources of novel information. 
– Today developed into “general theory of social capital”

Degree (log)

P
ro

ba
bi

lit
y 

(lo
g)

Fedwire degree distribution



General findings II

• “Homophily”
– “Birds of one feather flock together”
– Ideas, attributes, etc tend to cluster together and enforce each other
– Examples: Some obvious (age, social status), others less (obesity, 

happiness) 
– How about: risk appetite, portfolio decisions, etc. 

• “Small world phenomenon”
– “Six degrees of separation”

(6.6 on MSN messenger)
– The path between any two 

nodes is short
– Implications for contagion?

BoF payment system simulator seminar ‘06



I. Systemic importance
• How to measure the systemic importance of a bank?

• Equals “centrality” in network literature
– “Recently, economists have argued that a bank’s importance within the financial 

system depends not only on its individual characteristics but also on its position 
within the banking network”

Morten L. Bech, James T. E. Chapman, and Rod Garratt (2008) “Which Bank Is the “Central” Bank? An 
Application of Markov Theory to the Canadian Large Value Transfer System”, FRBNY Staff Report 356

• “Lender of last resort” function is now explicit
– “Systemic importance affects a bank's creditworthiness through the benefits it 

brings to the bank's stand-alone credit quality and through its implications for the 
bank receiving extraordinary financial support from other entities.” (S&P 
Research 3 July 2007)

• Which measure is right? How to calculate?
– Important where? Some infrastructure? Economy?

• “Too big to fail” insurance can be priced accordingly?



Networks have a process

Borgatti, S. (2005), ”Centrality and Network 
Flow”, Social Networks 27, pp. 55–71.

Contagion Payment flows

Paths – never the same vertex
Trails – never the same edge/arc
Walks – no constraint



... and processes have a relevant 
centrality measure

Markov chains, random Markov chains, random 
walk betweennesswalk betweenness

Degree: number of links incident upon a node

Closeness : short geodesic distances to other vertices

Betweenness : vertices that occur on many shortest paths between other vertices  

Eigenvector : centrality increases by connections to central nodes



Vertices have behavior
• When does the process (e.g. duplication/ transfer) take place?

• Some rules are easy analytically
– “Pass on the buck” -> Markov chain
– Centrality in citation networks -> Eigenvector centrality

• Others not
– “Congestions and cascades” e.g. ability to make payments is constrained by 

liquidity, which depends on others ability to make payments.

Beyeler, W.E, R.J. Glass, M.L. Bech and K. Soramaki (2007). “Congestion and Cascades in Payment 
systems”, Physica A, Vol. 384, Iss. 2, pp 693-718

– Feedback loops (games, beliefs)

• -> analytical – algorithm – simulation – agent based modeling

• Centrality depends on process and behavior



Centrality vs. simulation
- a little experiment

• Compare counterfactual situations 
when 
– all banks operate normally and 
– when one bank is removed for whole day 

becoming a liquidity sink

• Set up
– 15 banks, 100.000 payments
– Plain vanilla RTGS
– Each bank is failed once

• How does the centrality of the failing 
bank correlate with additional liquidity 
demands for the whole system when it 
fails?



Process & behavior
• Process  : Transfer
• Behavior : “Don’t queue too much” and “limit exposures to counterparties”
• External drive : Random arrival of payments from customers

• Banks start the day with 0 funds and acquire funds once their queue reaches a 
certain size

– Rule “don’t queue too much ”: acquire [queue size] amount of funds if [queue 
size]/[payments sent + queue size]>beta

– i.e. beta is the maximum share of payments that the bank has queued at any moment

• Banks submit payments for settlement as long as (and whenever)
– Rule “limit exposures to counterparties ”: they have funds to settle the payment AND the 

bilateral limit set against the receiver is not exhausted, i.e. [bilateral position]>-
gamma*[payments sent]

– i.e. gamma is the maximum amount a banks want to be in net debit position at any moment 
towards a single counterparty in relation to the value of payments it has sent

• Outcome for each beta & gamma combination is 
– a given liquidity need (manifested by acquired funds by individual banks)
– a given level of delays (as an outcome of funds acquired by all banks)

• Allows us to study the impact of a liquidity constraint (beta) and risk management 
behavior (gamma), and feedback loops caused by these



Centrality vs. liquidity needs
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0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

-200 0 200 400 600 800 1000

additional funds needed

ei
ge

n
ve

ct
or

 c
en

ra
lit

y 
of

 fa
ili

ng
 b

an
k

Beta=0.15
Gamma=0.2/20
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measures may not 
capture complex 
behavior



II: Optimal topology
• Can regulators promote safer financial topologies?

• Existing examples
– Special purpose vehicles - such as CLS
– Glass-Steagall Act of ’33 (parts repealed by Gramm-Leach-Bliley Act ’99)

• Mainstream view (Allen-Gale ‘00) is that denser network distributes risks 
more evenly

• Analytical example: Central Counterparty Clearing
– Topology = tiering (number of clearers) + concentration (Gini coefficient for client 

distr.)
– We start with a random matrix of bilateral exposures and clear this according to 

the clearing topology
– (Here) we look at maximum exposure for the CCP

M. Galbiati and K. Soramaki (2009), “Central counterparties and the topology of clearing networks”, forthcoming
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CCP’s maximum exposure
tiering

Tiering lowers 
expected maximum 
exposures

but makes them more 
variable

and high exposures are 
more likely than with a 
star network

low tiering

high tiering



CCP’s maximum exposure
concentration

low concentration

high  concentration

Concentration decreases 
expected maximum 
exposures

and high exposures are 
less likely than with a 
even distribution



III. Early warning indicators from 
payment data?

• Credit card companies use network/data mining/learning algorithms on customers’
payment behavior to detect card fraud

• Can central banks use similar methods to detect rogue trading or increased riskiness 
of bank?

Kyriakopoulos, F.; Thurner, S.; Puhr, C.; Schmitz, S. W. (2009), “Network and eigenvalue analysis of financial 
transaction networks”, Eur. Phys. J. B, forthcoming

• Early warning indicators could come out of post-mortem analysis of several bank 
failures across countries (e.g. The failure of Herstatt bank is documented by a joint 
BoE, BuBa, BoJ, Fed report)

• See if any common behavior can be detected
– payment timing by the bank (e.g. earlier than normal to create confidence), payment timing to 

the banks (e.g. later if the bank is considered risky)
– net outflows (across payment systems)
– money market activity
– cash withdrawals & deposits

• Or is the Assumption of “sudden unexpected failure” really correct?

• Should supervisors have access to the indicators? Can we access MiFiD reporting in 
EU?



Thank you 



www.financialnetworkanalysis.com


